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Mountain View, CA
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Computer History Museum

Bad iPhone photo of me with a The concept of “marketing”
Cray-1 misunderstood?
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1976 Cray — 1 Supercomputer

S5M - 8M in 1976

Up to $35.3M adjusted
for inflation

80MHz CPU
160 MIPS (theoretical)

250 MFLOPS peak
performance

Approximately 100kW
power dissipation

5.5 tonnes system weight
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2014 — ARM Cortex-M4F Microcontroller

e S5—-6involume
e 168MHz CPU
e 210 DMIPS

e 168 MFLOPS peak
performance

e Approximately 200mW
power dissipation

e 2lbs system weight

* STM32F407. Single precision FPU. Power dissipation for CPU only.
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A golden age for embedded systems

1976 —Cray 1 2014 — ARM Cortex-M4F

e S35Min 2014 dollars e Close to S5 in volume

e 80MHz CPU e 168MHz CPU

e 160 MIPS (theoretical) e 210 DMIPS

e 250 MFLOPS peak e 168 MFLOPS peak
performance performance

e Approximately 100kW e Approximately 200mW
power dissipation power dissipation

e 5.5 tonne system weight e 2lbs system weight
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WHY EMBEDDED UA SECURITY?
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Secure your process actuation
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Enable new applications for OPC
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PLATFORM REQUIREMENTS
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Platform requirements for security
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Platform resource utilization example

No Security

ARM Cortex-M4F STM32F407 @ 168MHz, GCC —02, executing from internal flash.
CPU utilisation while sampling and publishing 100 continuously changing tags every 100ms
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PKI and network jitter

PKI blocks execution when performed in a single thread

0sC

Request
Publish Publish
Response Response

No blocking when offloaded to a worker thread

0sC Publish Publish
Response Response(s) Response

0sC
Request

Publish Publish Publish Publish Publish Publish 0sC Publish Publish
Response Response Response Response Response Response Response Response Response

*Not to scale.
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VENDOR CONFIGURATION
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Names and certificates
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Server secure channels & sessions

©Copyright 2014 Matrikon Inc.



@ MairikonOPC

DEPLOYMENT AND COMMISSIONING
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Discovery

e |nstall device and power on

e Device acquires an IP address via DHCP or Auto-IP

J

e Device announces itself over the network and responds to)
mDNS network discovery requests

e A device server is now available to connect to at
“matrikonopc-sensor-0024befffe804ff1.local”

e A device client now has a list of discoverable servers on
the network
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Server security provisioning

N
e Change the device hostname to a more meaningful name if
required
J
)
e Update the server application instance certificate if necessary
or if the device does not have a default certificate install one
J

e Connect securely to the server from an OPC UA configuration
client (or GDS)

e Install self signed client certificates and/or CA certificates in the
trust list using the configuration client or GDS push
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Client security provisioning

N
e Change the device hostname to a more meaningful name if
required
J
)
e Update the client application instance certificate if necessary or
if the device does not have a default certificate install one

J

e Connect securely to a GDS or provision the client via an out of
band configuration interface

e Install self signed server certificates and/or CA certificates in
the trust list using the configuration interface or GDS pull
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DEVICE MANAGEMENT
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Self-signed versus CA issued certificates
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Security error suppression
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Key Takeaways
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