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Editorial

The increasing networking and digitization of indus-
trial systems entails new security challenges that
need to be addressed systematically. A trustworthy,
secure handling of sensitive data such as product
and production knowledge is just as necessary as
the protection against attacks on the networked sys-
tems. In order to counteract potential damage, Infor-
mation Technology (IT) security should be ensured
throughout the development process of a system
and its software, from the requirements phase all the
way to the decommissioning of the system.

The OPC Foundation established a user group to
build secure, connected products. The objective of
this group is to enhance the use of IT security mech-
anisms in the context of Operational Technology (OT)
through practical examples.

The group members develop best practices and
guidelines for typical use cases under the manage-
ment of the Fraunhofer IEM and the Hochschule
Offenburg. The security expertise is based on the
extensive industry knowledge and the latest research
in this area. The group took into account the require-
ments of device and machine builders as well as
those of industrial operators. The implementation of
the presented solutions within self-run projects and
customer projects underlined the need for security.
The steady increase in attacks on critical infrastruc-
ture and industrial automation solutions, the eco-
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nomic and social threats, and the lack of under-
standing in security principles make it necessary to
build a community to share requirements, use cases,
and best practices. An open mindset and a thorough
examination of the present situation, including defin-
ing the threats and risks, is a good starting point for
improving protection of assets.

The group focuses on the communication standard
OPC UA. In this proceeding second version of the
document “Practical Security Recommendations for
building OPC UA Applications”, the group adds rec-
ommendations for storing private keys and the use
of pull and push certificate management. Further-
more, the group describes two real-world use cases
that are in operation and use X.509 certificates for
signing and encrypting OPC UA messages. Overall,
the guideline gives an overview of the OPC UA secu-
rity concept and how to use it.

As the chairmen of the group, we thank all partici-
pants for sharing their knowledge and their contribu#
tions to the user group. Finally, we would like to invite
you to read this brochure and to contact us for/par-
ticipation and further information.

Uwe Pohlmann, Fraunhofer IEM

Prof. Dr.-Ing. Axel Sikora, Hochschule Offenburg



Introduction

Today’s devices and machines produce high-value
data. For example, a production machine logs at
which time it is used. However, the available data
only becomes viable if it can be processed and used
to improve a product, to offer a service, or to reduce
the costs. For example, knowing the utilization of
production systems can be used for offering overca-
pacity of the production system to other parties. Cur-
rently, the value of the available data is lost as the
data is locked within its machine. Communication
enables remote access to and processing of the
data. Internet-based smart services enable new
business cases, like production as a service, which
mine the value of the available data. A prerequisite
for smart services is that devices, machines, and
smart services exchange data in a secure way.
Otherwise, data, machines, and devices might be
compromised or the value of the data might be mon-
etarized by external parties. Figure 1 shows a typical
use case for a connected factory. OPC UA is the
best solution that realizes the use case in a secure
way. Device and machine builders must ensure the
data integrity and the data confidentiality. Further-
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more, they must guarantee that the sovereignty of
the data remains with the data owner. Currently,
many devices and machine builders are struggling
with these security challenges. Thereby, they give
away the ability to use the data securely to improve
or extend their own products and services or to re-
duce their operational costs in a secure way.

This is why members of the OPC Foundation have
joined together their expertise, founding a security
user group.

This document seeks to give a condensed overview
of the recommended security measures, which are
used in “best practice” installations.

This description

— Gives an overview on the possible countermea-
sures laid out in the OPC UA specification

— Reports on typical installations. Having said this,
this paper does not claim to be complete.

— Gives a snapshot of the situation at the time of
compilation of this white paper (spring 2018). It is
clear that security solutions need a regular update
over time.
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Figure 1: Connected Factory




Secure By Design

In 2015, and under the consortium leadership of the
TUV SUD Rail, the Federal Office for Information Se-
curity (BSI) has performed a security analysis of OPC
UA. The BSlI is the first and foremost the central IT
security service provider and national cyber security
authority for the federal government in Germany. It
shapes information security in digitization through
prevention, detection and reaction for government,
business and society. The OPC UA communication
was analyzed systematically with regard to the Se-
cure-Channel, Session and Discovery services ac-
cording to the specification. The specification analy-
sis has revealed no systematic errors, and has thus
shown that OPC UA, in contrast to many other in-
dustrial protocols, provides a high level of security.
On the basis of the analysis results, the OPC Foun-
dation has improved the OPC UA specification and
provided an annotated edition of the OPC UA secu-
rity analysis. [1]

LI

OPC UA Security Analysis

https://opcfoundation.org/security/

Figure 2: Building of the German Federal Office for Information Security in Bonn, Germany

Source: Bundesamt fiir Sicherheit in der Informationstechnik




Scope of the Security Model

The OPC UA security architecture
comprises the following concepts [2]:

Trusted Information (CIA triad)

— Confidentiality, by encrypting messages
on the transport layer

— Integrity and authenticity, by signing messages
on the transport layer

— Availability, by restricting the message size
and returning no security related codes

Access Control (AAA Framework)

— Authentication by username and password or
X.509 certificate on the application layer

— Authorization to read, write values of a node or
to browse the information model based on the
access rights of the information model, access
rights of the user or of the user’s role

— Accountability, by generating audit events for
security related operations

The following concepts are outside the scope
of the OPC UA security architecture [2]:

— Organizational Issues, like security training of

personnel, the security lifecycles and policies or
how to handle physical access. OPC UA does
not replace the information security management
sys-tem (ISM) that the ISO 27001 defines. OPC
UA security aspects should be used to im-ple-
ment defense/security in depth.

Figure 3: OPC UA serves as the common data connectivity and collaboration standard for local and remote device access

in loT, M2M, and Industrie4.0 settings.



Security Model

Security is a fundamental requirement for OPC UA
and it is therefore tightly integrated into the architec-
ture. UA security mechanisms are based on a de-
tailed analysis of security threats. UA security deals
with authentication of users and UA applications, in-
tegrity and confidentiality of the exchanged mes-
sages and the validation of function profiles.

UA Security complements the preexisting security
infrastructure within a company. Figure 4 shows
the scalable UA security concept. It consists of three
levels: user security, application security, and trans-
port security.

The mechanisms of UA user level security grant ac-
cess to a specific user and its role while setting up a
new session.

UA application level security is also part of the com-
munication session and includes the exchange of
digitally signed X.509 certificates. Application in-
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stance certificates that are exchanged during secure
channel establishment are used to authenticate an
application. The supported UA security profile that
can be certified by the OPC Foundation defines
which security mechanisms a UA application sup-
ports.

Transport-level security can be used to sign and en-
crypt each message during a communication session.
Signing ensures the message’s integrity and authen-
ticity, while encryption prevents eavesdropping.

The UA security mechanisms are implemented in the
UA stack, i.e., they are included in the software
package distributed by UA stack vendors, so UA ap-
plications just have to make use of it. It is however
the responsibility of the UA application developer (i.e.
the machine builder, etc.) to configure the UA server,
according to the requirements that he has to adhere
to. Refer to [3] for further reading.
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X.509 Certificate Management

A digital certificate is a structure that links an identity with a distinct entity such as a user, a product or an ap-
plication instance. A digital certificate has an associated asymmetric key-pair. A certificate contains a public
key and identity information of the owner. Furthermore, the owner of the certificates has a private key. The
private key is used to sign and decrypt messages and the public key of the remote partner is used to encrypt
and validate a message. A certificate is only valid for a defined period of time. The certificate format for OPC
UA is defined by the X.509 standard and the required fields are defined in the OPC UA specification.

Self-signed certificates

A certificate created and signed by users themselves
using a tool like OpenSSL is called a self-signed cer-
tificate. Accepting self-signed certificates can be
dangerous if the operator currently in charge of mak-
ing the trust decision is not well trained in X.509 cer-
tificate management. This is because it is not clear
from the information provided whether one can trust
the properties of the certificate as no trusted 3*-par-
ty approved the correctness of the properties. Yet, a
self-signed certificate is an inexpensive solution be-
cause one does not have to pay or go through ad-
ditional effort for being trusted. In contrast, using a
trusted certification authority (CA) can build a chain
of trust from the remote party all the way to a trusted
root (i.e., a root the communicating parties trust al-
ready).

CA-signed certificates in a PKI

A certificate authority (CA) is an entity that issues
digital certificates [21]. It must be a trusted party,
which is trusted by the owner of certificates and by
the users that should accept the certificate. In a Pub-
lic Key Infrastructure (PKI) there is at least one CA or
there are even more hierarchically organized CAs
that build a chain of trust. By providing a certificate
revocation list a CA can revoke the trust of a certifi-

cate or of another CA that is at a lower level. A CA
must meet high-security requirements and the pri-
vate key matching the public key contained within its
certificate must be kept in a safe place. By using
multiple issuing CAs, it is possible to revoke the trust
of one issuing CA without harming the other issuing
CAs. A CA can distribute issued certificates by the
following distribution channels [4]:

— Manual Distribution Mechanism: The certificates
are transported on a storage medium or via se-
cure email communication. The certificates are
installed manually. This requires a large amount of
manual labor, especially for large deployments.

— Custom Distribution Mechanism: The requesting
application uses a well-known public repository,
where it uses its credentials to authenticate,
download and install the certificate from. A cus-
tom solution usually has the disadvantage that it
can be more easily compromised by a hacker.

— Automatic Certificate Management: The certificates
are distributed via a Global Discovery Server.
This option is explained in the Section “GDS Secu-
rity Features”.
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Storage of Private Keys

Private cryptographic keys are among the most sensitive digital assets one can think of. A private key em-
powers its possessor to exercise all rights associated with the key (e.g., adopting an identity, signing certifi-
cates, etc.). Thus, private keys should be stored in a secure way, i.e., such that no one except the rightful

owner can ever get hold of it.

File-System Storage

Unless dedicated hardware or a special service is
available, private keys may be stored in the standard
file system storage. It is important to ensure in this
case, however, that appropriate read- and write-per-
missions are set. Only legitimated system processes
should be able to access the private key(s).

It is even better to use a separate system process for
key operations and export its services to a limited
number of legitimate application processes. In that
way, the private key may still be used by a compro-
mised application but is not accessible for perma-
nent misuse. In all cases, the encryption of private
keys should be considered in order to impede at-
tacks.

Local Certificate Stores

Several operating systems and software packages
provide a dedicated software tool for managing not
only certificates but also corresponding private keys.
The benefit of using local certificate stores is a coher-
ent and secure storage within encrypted files.

PKCS#12-based Keystore

PKCS#12 is an archive file format used to store cryp-
tography objects, like the bundle of a certificate and
its private key. The file extension is normally “p12” or
pfx”. Typically, OpenSSL is used to create a
PKCS#12 file by importing the private key and the
corresponding certificate. An export password can

be set during the creation of the PKCS#12 file.

“

Windows Certificate Store

Windows has different certificate stores for the cur-
rent user and the local machine. Installed certificates
can be viewed or deleted with the Windows Certifi-
cate Management Console (certmgr.msc). Windows
can import or export “pfx”-files. Furthermore, appli-
cations can create custom certificate stores. By de-
fault, Windows allows only the owner and the Sys-
tem account to access the private key of a certificate.

Java Keytool

Java Keytool is a management utility for crypto-
graphic keys and certificates. In its default configura-
tion, Java Keytool uses the standard file system as
an underlying storage service. However, as a further
layer of security beyond the file system’s access per-
missions, Java Keytool allows using passwords to
protect the cryptographic assets in its keystore.
Generally, Java Keytool blocks all means for export-
ing private keys.

Hardware-based Storage

The best way to store cryptographic private keys is
inside dedicated hardware modules. Such modules
typically feature protection against physical intrusion
and never expose the private key itself to the outside
world. Rather, the use of the private key is offered as
a service; i.e., cryptographic operations involving the
private key are performed inside the module. The
downside is the need for additional hardware com-
ponents.



TPM

A Trusted Platform Module (TPM) is a special system
component (software/hardware) that can monitor the
state of its host platform. Only if the platform’s integ-
rity is successfully validated the TPM discloses its
sensitive data for the use by the host. Storing private
keys in a TPM can thereby prevent a compromised
system from illegitimately using a private key. A TPM
is defined by the corresponding TPM specification
[20].

HSM

A Hardware Security Module (HSM) is a special hard-
ware component (chip, extension board, or appli-
ance) that can — among other things — generate and
securely store cryptographic keys. In contrast to a
TPM, the usage of its keys is not necessarily coupled
with platform integrity. However, an HSM prevents
key extraction by a compromised system.

Cloud-based Storage

Azure Key Vault

Azure Key Vault is an example of a cloud-based stor-
age service. It helps safeguard cryptographic keys
and secrets used by cloud applications and services.
By using Key Vault, one can encrypt keys and se-
crets (such as authentication keys, storage account
keys, data encryption keys, “pfx’-files, and pass-
words) using keys protected by HSMs. If one choos-
es to do this, Microsoft processes the private keys in
validated HSMs for added assurance.
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GDS Security Features

A Global Discovery Server (GDS) is an OPC UA server that provides services allowing servers to register
themselves and also allows clients to search for servers to connect to. Furthermore, it provides X.509 secu-
rity certificate management services for clients and servers. A video [19] gives a detailed introduction to the
GDS. Figure 5 shows the structure and use cases of a connected factory that uses a GDS.

Claim-Based Security

A GDS provides the master database including roles,
like security admin observer. The role management
integrates with existing user and role management
systems. Roles have access permission for nodes
within the OPC UA Information Model. Users provide
credentials to authenticate and to get a granted role
and the corresponding access rights for a UA ses-
sion. The identity information and access rights are
handled via a claims-based authorization mecha-
nism, which, e.g., Kerberos or OAuth2 provides.

Automatic Certificate Management

Automatic certificate management means that the
GDS maintains the X.509 certificate provisioning and
renewal for a list of UA applications that are available
in an administrative domain. The GDS provides a
certificate manager to request and to update certifi-
cates and trust lists. The certificate manager sup-
ports pull and push-based distribution models. Man-
aging certificates by using the certificate manager
scales better than handling certificates manually.

Pull Management

An OPC UA application communicates with a GDS
that provides certificate management to use pull
management. The application acts as a client and
uses methods of the certificate manager of the GDS.
Thereby, it checks if its certificates need to be up-
dated and may request to sign a new certificate or to
issue a new public and private key. Furthermore,
trust lists with information about issuer CAs and oth-
er OPC UA applications can be updated regularly.
The GDS checks if the user of the OPC UA applica-
tion has the rights to perform the action and if the
current configuration of the certificate manager al-
lows the request. A request has to end with an ex-
plicit FinishRequest message.

Push Management

A GDS management client handles the communica-
tion between the GDS server and an OPC UA appli-
cation that supports push management. Therefore,
the OPC UA application acts as a server and has to
provide the address space called server configura-
tion nodes for push management. Thereby, the GDS
management client asks the OPC UA application
server to create a signing request. Additionally, it
may ask to update the certificate of the server with a
signed CA certificate or asks to update the trust lists.
Any configuration change has to be applied explicit-

ly.
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Defense in Depth

The security concept “defense in depth” realizes the information assurance by using multiple layers. As a
result, an attacker must break through several barriers before compromising the whole system. Figure 6
shows the security features that OPC UA offers within the different layers. Within each layer, several require-
ments can be fulfilled by using the corresponding OPC UA feature to improve the overall security.
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Figure 6: Defense in Depth Using the OPC UA Security Architecture
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Recommendations for Using OPC UA

in a Secure Way

— SecurityMode: The SecurityMode [5] should be

‘Sign’ or ‘SignAndEncrypt’. This ensures that,
among other things, authentication at the applica-
tion level is enforced. The SecurityMode ‘None’
does not provide any protection! SecurityMode
‘SignAndEncrypt” must be used if not only integ-
rity but also confidentiality of data has to be en-
sured. [6]

Selection of cryptographic algorithms: At a
minimum, the SecurityPolicy [7] ‘Basic256Sha256’
should be chosen, provided that this is technically
possible, i.e., all existing clients the server needs
to interact with also supports this policy. Note that
a good client connection strategy must start with
the most secure profile, check that this is sup-
ported by the server and then try the next best
thing until a common profile is found. Weaker se-
curity policies use outdated algorithms such as
SHA-1 and should not be used. [6]

User authentication: The possibility of logging in
with the identifier ‘anonymous’ should be used
only for accessing non-critical UA server resourc-
es as it does not provide any protection (what
data is deemed non-critical is at the discretion of
the UA application developer). When this generic
identifier is used it is not possible to trace who has
changed, for example, the data or configuration
on the server side. Also if no adequate restriction
of the rights of the identifier ‘anonymous’ was

-

-

When securing the communication with the OPC UA protocol,the following settings
are of central importance:

configured then an attacker could use this identi-
fier to read or write data in an unauthorized man-
ner. [6]

Certificate and private key storage: Never
store private keys or the corresponding certificate
files (.pfx/p12) on an unencrypted file system. Use
the dedicated certificate stores of your operating
system and use operating system capabilities for
setting the access rights. TPM modules or exter-
nal secured hardware, like USB-based authenti-
cation tokens to store certificates and/or private
keys improve the security level.

Using certificates: Don’t accept connections
which do not provide trusted certificates. Espe-
cially, self-signed certificates should not be trust-
ed automatically, i.e., without an additional verifi-
cation. If the certificates are not self-signed, a
Certificate Authority (CA), e.g., for all OPC UA ap-
plications of a company is required. The certifi-
cates of the Certificate Authority are either self-
signed or signed by another Certificate Authority.
Certificate Authorities can be multilayered. (cf. [2])

Managing and maintaining certificates: Use
certificate trust lists and certificate revocation lists
to manage valid certificates. Only trusted users or
processes should be allowed to write these lists.
The lists should be updated regularly and only au-
thorized user should be able to change these lists.

\

UA Client
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Use Cases

Attackers that have no physical access to devices
and machines often use their communication inter-
faces to start attacks. The VDMA Industry 4.0 Secu-
rity Guidelines [9] recommend to use strong, stan-
dardized, and state-of-the-art protocols, e.g. the
TLS family for TCP/IP-based communication. How-
ever, there are many nuances to establishing secure
communications for various networks. For instance,
the TLS protocol is only a tool integrated into various
communication protocols, which means they should
be correctly configured and maintained. Moreover,

Security Goals —
- 29
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Spoofing Tampering

Figure 7: Legend of Security Symbols

some fieldbus networks do not use IP-based com-
munications and require real-time communication.
In this chapter, we describe two use cases, their se-
curity goals, threats, and solutions based on the
OPC UA security model. Figure 7 shows the used
symbols for the considered security goals and their
corresponding threats.
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Custom Certificate Distribution and Operation
for a Condition Monitoring System

Example Use Case Developed by Beckhoff

This application was done some years ago before
the GDS certificate functionality was available. There-
fore, it makes no use of automatic setup procedures
for security. It demonstrates the certificate manage-
ment processes, which need to be established dur-
ing the whole lifetime of secured communication,
thus, beyond the lifetime of certificates, which should
not be more than approx. 5 years (depending on
governmental suggestion regarding the key length
and used algorithms).

Energy data of buildings needs to be collected in a
central manner for analyzing and establishing an
alarm management system, i.e., if a water leakage is
detected. The scenario is a special use case of con-
dition monitoring. Figure 8 shows the architecture of
the whole system. Different organizations require to
operate such a monitoring system. Their demand is
to aggregate different energy data from various plac-

es with different requirements. Some places are con-
nected via a VPN-tunnel, some places have a dialup
connection, and some places have a classical inter-
net gateway connection.

Beckhoff developed an energy data logger device,
which is connected to the cloud via OPC UA to meet
the requirements. The data logger device is a small
PLC mounted in a small cabinet within a building or
in the countryside. The logger collects and caches
the data, which is produced by the devices within a
building or by the devices in the countryside. The de-
vices are connected by an MBUS interface to the
logger PLC. The logger PLC pushes the cached data
to a central cloud service via an OPC UA channel.
The cloud provides configuration data to the logger
PLC - like the MBUS configuration and intervals for
collecting data.
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Machine Network
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Machine Parts Network

Dial-Up |Z|
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Internet

Organization 1
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Figure 8: Secure Communication of PLCs with a Cloud for Condition Monitoring of Energy Data
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Security Goals and Threats

Table 1 shows the considered security goals
and threats of this use case.

The security goal authentication is the most relevant
goal for this use case. Only authenticated OPC UA
applications should be able to provide data and
should be able to read data. Furthermore, the logged
data of each organization should only be visible and
accessible by the organization itself. Private keys
should not be disclosed. Also, attackers should not
be able to impersonate the identity of an organiza-
tion. This case does not differentiate users/roles and
their access rights. The authentication is done only
via application certificates.

Integrity is important because each organization
wants to ensure that the collected data is valid, cor-
rect, and that collected data belongs to its devices
and PLCs. The logged data may be used for critical
actions, like controlling or billing. The data is useless
if it is altered by an unauthorized person. Therefore,
tampering of the data is a certain security threat. The
local insecure MBUS connection is considered to be
protected by physical access restrictions and not by
the software, i.e., the PLC is located in a secure area.
Accounting and the corresponding threat non-repu-
diation is not considered in the description of the
presented solution. Nevertheless, accounting is
done as a monitoring system within the receiving
servers and enables to detect security incidents.
Even logs have to be protected against unauthorized
changes or deletion.

The security goal confidentiality is important for the
use case because the data is sent through the public
internet and the logged data of a certain organization
should not be disclosed to another organization or
an attacker. Therefore, it has to be encrypted.
Availability is not in the focus of the use case be-
cause the PLC collects and buffers the data inde-
pendent of the availability of the OPC UA connection.
The PLC is able to work standalone for a certain pe-
riod of time. Therefore, the solution does not con-
sider Denial of Service attacks.

Authorization must be ensured to separate the data
accessibility of all organizations. However, we did not
consider the elevation of privilege as a security threat
because we trust that the used OPC UA client and
server handle security policies correctly.

- s B & 0O Yy

yes yes partly yes no partly

% X3 &2 6 % tw

Table 1: Considered Security Goals and Threats

Summarized Security Requirements

— Encrypted and signed two-way communication —
between data loggers and the central cloud sys-
tem

— Revoking access from compromised data loggers

— Supporting seperate organizations, where each
one hosts multiple data loggers

— Processes for manufacturing data logger PLCs,
which are ready to run securely by default and by
an easy installation

— Processes for renewing certificates as well as
general software updates

Assumptions Regarding Security

— Data logger PLCs are located in a secure location/
cabinet, where only authorized persons have ac-
cess. Thereby, the risk of an attack on the inse-
cure MBUS connection is lowered

— Security events are monitored

— Private keys should not be disclosed



Technical Solution

For the encryption of the communication, X.509 cer-
tificates are used. These are located on the one hand
at the PLC (as UA Client) and on the other hand on
one UA Server per organization (cf. Figure 8).

A certificate authority (CA) per organization is used to
separate access to the different organizations. A
“Root CA” of the CloudProvider is used to sign the
CAs of the organizations.

Whenever a PLC is compromised (detected to be
stolen or the building/housing of the PLC was
harmed) the certificate is added to the Certificate Re-
vocation List (CRL) of the corresponding organiza-
tion’s UA server, which inhibits the compromised UA
client to connect and send further data or read con-
figurations. The use case of a compromised server is
covered by corresponding management processes.

Maintenance Solution

Additionally to the technical solution, the scenario re-
quires maintaining solutions to cover the capability of
replacing outdated certificates but also to upgrade
software, which could also be required for support-
ing new security algorithms.

The cloud system provider sends these signed cer-
tificates and private keys encrypted to the manufac-
turer via a separate channel. Additionally, the cloud
provides the public key of the organization’s CA.
When an organization orders a data logger, the man-
ufacturer takes a certificate and the organization’s
public key CA from the batch and places it on the
PLC. Furthermore, the PLC manufacturer sends a

notification to the cloud provider including the
thumbprint of the used certificate. Thereby, the cloud
provider knows that the certificate is now going to be
online.

The PLC sends a notification to the cloud system
provider, which provides the thumbprint of the cer-
tificate and its location when the operator organiza-
tion mounts and installs the PLC by adding power,
internet connection, and the building communication
cable. As a result, the cloud system provider has the
information, which PLC and which corresponding
certificate is installed at which location.

Half a year before a certificate reaches its expiration
date after 5 years, the cloud provider sends a re-
minder to make an order for a replacement certificate
and private key. The manufacturer sends the new
signed certificate, the private key, and potentially a
new CA certificate to the operator organization via a
separate channel. Furthermore, the manufacturer
sends updates. The operator organization replaces
the old certificate, private key and installs updates.



Automatic Certificate Distribution using a GDS

Example Use Case Developed by Microsoft

In the course of providing a more flexible Industry 4.0
compliant production, i.e., producing customer-spe-
cific product variants, factories become more and
more flexible. As a result, new machines have to be
integrated into the production system on demand.
Therefore, the security requirements concerning the
management of certificates are stronger than within
the former use cases. Using local trust and revoca-
tion lists in such a flexible environment results in high
maintenance costs and does not scale very well.
This use case uses the automatic setup functionality
of OPC via a UA Global Discovery Server (GDS) and
a central certificate manager in combination with
cloud functionality, e.g., realized by the Microsoft
Azure cloud system. It demonstrates the certificate
management processes, which need to be estab-
lished during the whole lifetime of secured communi-
cation.

Figure 9 shows the architecture of the whole system.
The OPC UA applications (server/client) are connect-
ed to an edge server that implements the GDS func-
tionality for registration and certificate handling. This
service also implements a GDS management client
to update certificates and trust lists on connected
OPC UA servers with push support.

The edge server is connected via a secure transport
protocol, e.g., an encrypted AMQP, MQTT, or HTTPS
connection, to the Azure loT hub in the cloud net-
work. Note that the GDS is located within the com-
pany network and is also available with reduced
functionality without a cloud connection.

On the enterprise level, the 10T hub is connected to
an OPC Twin microservice for OPC client- and server
registration. This microservice is connected to a
management dashboard running as a web app,
where users can manage the OPC UA applications
via a browser. Furthermore, the I0T hub connects to
a GDS Vault microservice to store certificates and
trust lists.

The GDS Vault microservice handles new keypair re-
quests, certificate signing requests (CSRs), and trust
lists. It leverages Azure Key Vault to store private
keys and to sign certificates in a secure and protect-
ed area.

Security Goals and Threats

Table 2 shows the considered security goals
and threats of this use case.

Authentication ensures that only known applications
are able to publish telemetry data to the cloud. The
security threat spoofing is considered in the use case
because it should not be possible to masquerades
as another user to access data of that attacked user.
The integrity of the data is important. The data is
useless if it is altered by an unauthorized person. An
attacker should not be able to tamper with the data.
Accounting of security events is important to detect
attacks but is not discussed within the shown solu-
tion. Therefore, non-repudiation is not considered as
we do not describe accounting functionality. Never-
theless, the OPC UA security events should be
stored and monitored, e.g., by a security information
and event management system.

Confidentiality is an important goal because the te-
lemetry data of the OPC UA servers should be trans-
ferred to the cloud without being disclosed. There-
fore, the data has to be encrypted.

Availability is an important goal but this use case
does only discuss tasks for certificate renewing,
which avoids downtime. We did not consider Denial
of Service attacks and countermeasure like load bal-
ancing to improve the availability.

Authorization is important to ensure that only autho-
rized commands are sent to the OPC UA applica-
tions. Furthermore, only authorized OPC UA applica-
tion should be able to send data to the cloud. We
assume that either the Azure Web App, the Azure
cloud, or the OPC UA applications check the user
credentials. Additionally, we assume that all involved
parties have the required access rights for perform-
ing their tasks. Furthermore, we do not consider the
elevation of privilege as a security threat because we
assume that all communication partners handle their
security policies correctly. The used access tokens
are only valid for a short period.
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Table 2: Considered Security Goals and Threats

Summarized Security Requirements

— Encrypted and signed bothway
communication between all applications

— Valid X.509 certificates for each
OPC UA application

— Central certificate management

— Revoking access from compromised
UA applications

— Process for certificate provisioning and renewal

Assumptions Regarding Security

— User credentials and authorization are
checked on the cloud level and by each
OPC UA application

— OPC UA application trust the certificates
provided by the certificate manager of the GDS

— Each application handles its security policies
correctly and uses only access tokens with a
short lifetime to avoid an elevation of privilege

— The operating system clock of all machines is
secured against attacks and is synchronized
regularly using a network time protocol

— Private keys and trust/revocation lists are
stored securely

— Signed and encrypted channel

— Security policy basic256Sha256

Technical Solution

In this use case, we use a central GDS to secure the
communication between the OPC UA application
within the company network and between the com-
pany network and the cloud network. The GDS im-
plements a central certificate manager that provides
X.509 certificates to the other OPC UA applications
or signs their certificates. Therefore, the GDS is a
self-signed CA or uses a subCA. Figure 9 shows the
scenario where several machines and their UA server
running on a PLC are connected the GDS.

The URL of the GDS is known to the UA applications
using an offline configuration or alternatively by using
the LDS-ME discovery. Furthermore, the certificate
of the cloud provider that signs the certificate of the
GDS is contained within the applications trust list
and each UA application has preconfigured user cre-
dentials and a valid vendor certificate, which allows it
to request new certificates. The UA applications use
pull management via an OPC UA secure channel to
request certificates renewing and to update trust
lists. The UA applications always check if the domain
in the URL of the GDS matches one of the domains
in the certificate. This configuration provides the best
protection against accidental registration with rogue
certificate managers.

The procedure for getting a new certificate from the
GDS via pull management is as follows: Once an
OPC UA application is registered with the GDS, it
opens an OPC UA channel with its certificate and
user credentials. The certificate authenticates the UA
application and the credential authorizes to request a
new certificate from the GDS. Thereafter, it requests
a certificate signing or an update of the trust lists.
The GDS uses the GDS Vault microservice via the
|oT hub to create a new valid keypair or a signed
certificate that is valid for the configured lifetime, pro-
vides the credentials to the requestor and puts this
certificate on its trust lists. The UA server installs the
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received certificate and closes the secure channel.
Afterwards, the UA server opens a new channel, us-
ing the new certificate and requests a new trust and
revoke list from the GDS. The GDS provides these.
Finally, the UA application replaces its local trust and
revoke list with the received lists. The pull manage-
ment has the advantage that no central control is
required and that the OPC UA application can han-
dle their certificate management autonomously by
itself. However, as a drawback, no central security
management for all OPC UA applications can be
implemented.

Therefore, as an alternative to the pull management
a push management can be used to realize the use
case. In this case, all OPC UA applications require
the implementation of the server configuration ad-
dress space, which allows a GDS management cli-
ent to renew application certificates and to update
trust lists in a central way. Thereby, it is also possible
to trigger the renewal from the management dash-
board via the OPC Twin microservice and the loT
hub.

The private keys are stored in a local key store on
each computer. Only the operating system users
with permission to run the UA application as an ad-
ministrator can access the server configuration
nodes to update the private keys, certificates and
trust lists in the key store. Anyone else who is not
using an account authorized to run the UA applica-
tion has no rights to access the server configuration.

Maintenance Solution

Reasonable validity periods for the certificates of the
OPC UA applications are between 1 and 2 years.
The validity period for the CA certificate that is lo-
cated within the GDS has to be longer. Therefore,
reasonable validity periods are between 2 to 5 years.
In the case of a threetier CA architecture, the cloud
CA has a longer validity period of 3 to 10 years. In
any case, the validity periods should not exceed rec-
ommended lifetimes for the used cryptographic al-
gorithms and key lengths.

Depending on push or pull model for certificate han-
dling, the renewal and update is either triggered by
the UA application or by the GDS management cli-
ent. The renewal of the certificates should be per-
formed a reasonable time before a certificate expires,
e.g., after % of its lifetime but at least a day before it
expires. Many UA applications require a restart after
renewing its certificate. Therefore, it is recommended
to reserve an explicit maintenance time slots to re-
new certificates. The renewal of certificates must be
performed supervised in cases of a compromised
certificate of a UA application. In this case, the GDS
cannot decide easily if the UA application is the cor-
rect one or a rogue UA application. The GDS can
check if the domain in the URL of the UA application
matches one of the domains in the application’s cer-
tificate and can validate of the fields of presented
certificate matches to the registered certificate of the
application. This check adds additional security. Be-
sides renewing certificates, trust lists including the
revocations lists should be updated regularly to pro-
tect against compromised certificates and to an-
nounce and revoke new trusted CAs and self-signed
certificates.

Under normal circumstances, UA application reject
expired certificates for communication which were
not being renewed in time. As an exceptional case,
OPC UA allows being configured to accept expired
certificates. Thereby, it is possible to encrypt and
sign the communication that is required to renew
certificates. However, such a configuration should
only be active for a short period of time in an excep-
tional case because it can be used by attackers that
have access to old certificates, e.g., from discarded
devices.
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Further information

This document gives only a condensed overview of
security for OPC UA. Security is a must-have in con-
nected systems. An overview of industrial security is
given by the VDMA guideline [9]. One requires an
overall security concept, which is based on accept-
ed security standards.

An information security management as described
by the ISO/IEC 2700x [10] series of security stan-
dards requires organizational policies, infrastructure
policies, and development policies. Furthermore,
personnel must be trained regularly and you must be
prepared for security incidents. The IEC 62443 [11]
series of security standards defines industrial com-
munication networks requirements for the network
and system security. One should also be aware of
applicable threats and risks. STRIDE [15] defines a
common security threat classification model. Fur-

thermore, CVSS [13] defines a security threats evalu-
ation model. Additionally, Common Criteria [14] de-
fines a common methodology for information
security evaluation. The book [15] gives one a good
starting point for becoming a security expert. Being
up to date and networking with security professional
is also one of the key factors for getting the latest
news. We advise to get into contact with community
projects, like our OPC Foundation security user
group [16] or the Open Web Application Security
Project (OWASP) [17]. The OWASP publishes the
top 10 security risks regularly and publishes security
guidelines. If not having available the resources for
building up security expertise by oneself, we advise
to get in touch with external experts from security
companies, OPC UA companies, universities, or re-
search societies such as Fraunhofer.

Online Videos
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OPC Videos

https://opcfoundation.org/resources/multimedia

What is OPC? UA in a minute

https://www.youtube.com/watch?v=-tDGzwsBokY

OPC UA Technical Introduction by Uwe Steinkrauss
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https://youtu.be/nYMbQIRgK74

OPC UA Security by Darek Kominek

https://www.youtube.com/watch?v=NFQfZeU90Kw
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