SUCCESS STORY

OPC UA ENABLES A HIGHLY
SCALABLE SOLUTION FOR TUNNEL
MONITORING SYSTEM IN AUSTRIA
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MILLIONS OF DATA POINTS AND SENSORS ARE
CONNECTED AND CENTRALLY MANAGED WITH OPC UA.
Austria’s tunnels are among the most complex in Europe.

Where safety is paramount, ASFINAG, together with technology
partner evon, relies on OPC UA to enable reliable, interoperable

communication across diverse systems—secure, standardized,
and redundant—scaling from pilot projects to millions of
data points while keeping operations transparent and controllable

across the high-level road network. Markus Winter, Team
Leader for Tunnel & Open-Road Services, at ASFINAG, and
Daniel Seewald, Head of Tunnel & Traffic Infrastructure at evon,

tell the story behind this rollout.
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ASFINAG AND EVON: FROM PILOT TO VMIS 2.0
Since 2018, evon has been part of an international con-
sortium commissioned by ASFINAG to develop the VMIS
2.0 traffic management and information system. The
platform integrates over 33,000 traffic facilities —includ-
ing around 170 tunnels—and lays the foundation for fu-
ture vehicle-to-infrastructure (V2l) communication. Le-
veraging core strengths in industrial automation, process
and production control, building automation, traffic and
tunnel infrastructure, and energy management, evon de-
livers its platform evon XAMControl, spanning SCADA,
DCS (SCADA + virtual PLC), and MES applications.

WHERE SAFETY COUNTS:

COMMUNICATION IN TUNNEL OPERATION
Reliable and interoperable communication is of crucial
importance, especially in tunnel operation, where sen-
sors, control systems, and safety mechanisms interact.
This is where OPC UA comes into play.

Since an initial pilot project in 2016, OPC UA has been
established as the central technology in Austria’s tunnel
monitoring systems. In today’s solution, OPC UA as a
highly scalable technology connects millions of data
points. Its greatest strengths are platform-independent
interoperability, end-to-end security, standardized se-
mantic information models, and built-in redundancy for
high availability.
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VMIS 2.0 — nationwide
operations map showing
current measures and
events across ASFINAG’s
network. In total, the new
VMIS integrates more
than 33,000 connected
traffic facilities with

s around six million
interacting data points
across a 2,200-kilometer
motorway network into a
central system.
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“Every second counts in Austria’s tunnels —
that’s why we rely on communication that is
secure, interoperable, and redundant.”

MARKUS WINTER,
ASFINAG

Since May 2024, Markus Winter has been Team Leader for Tunnel & Open-Road Services
(Eastern Region) at ASFINAG Maut Service GmbH. His focus areas include 24/7 operations,
standardized integration via OPC UA, redundancy concepts between the central hub and
nine traffic management centers, and quality-assured rollouts within modernization cycles.



SCADA overview for

the Bindermichl Tunnel

(A7, Linz) — signals,

lanes, and safety systems

at a glance.
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ALPINE TOPOGRAPHY, DENSE TUNNEL
INFRASTRUCTURE, AND TRANSIT TRAFFIC

The increasing digitalization and automation in tunnel
operation is also a response to the enormous complexity
of Austria’s transport infrastructure. Alpine topography, a
dense tunnel infrastructure, and high transit traffic char-
acterize the requirements for planning, operation, main-

tenance, and monitoring.
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WHY IS TUNNEL OPERATION SO CRITICAL

IN TERMS OF SAFETY?

Tunnels are very demanding in terms of safety and mon-
itoring. After all, they are enclosed spaces that are diffi-
cult to access and where rapid intervention is limited in
the event of an emergency. In the event of incidents such
as fires, accidents, or technical failures, smoke, heat,
and toxic gases can become dangerous. Therefore, sys-
tems such as ventilation, lighting, fire alarm and extin-
guishing systems, traffic control technology, and emer-
gency call systems must be optimally coordinated.
Precisely because the systems often come from different
manufacturers, smooth and error-free cooperation be-
tween the systems is of crucial importance. Conclusion:
Modern tunnel systems place the highest demands on
operational safety. The standards for communication,
monitoring of all measured values, and seamless integra-
tion of all involved systems are correspondingly strict. EU
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directives and national regulations such as the Tunnel
Directive prescribe regular inspections, renovations, or
digital retrofits.

TECHNICAL SYSTEMS IN TUNNELS

The collaboration between ASFINAG and evon has prov-
en its worth in a wide range of technical tasks that need
to be implemented in modern tunnels. The systems
must be installed and networked and controlled via cen-
tral platforms such as evon XAMControl. A look at this
complex infrastructure highlights the challenges — and
the importance of reliable automation.

Modern road tunnels are equipped with a variety of tech-
nical systems. Safety and fire protection systems are
central components. These include fire alarm systems,
smoke and heat extraction systems, automatic fire extin-
guishing systems, emergency call systems, escape
route lighting, and emergency lighting that also works in
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the event of a power failure. Ventilation and smoke ex-
traction systems are also part of the technical equip-
ment. Air quality is continuously monitored by sensors.
Traffic and operating technology includes variable traffic
signs, barrier systems, and light signals. They react dy-
namically to traffic volume and hazardous situations.
Video surveillance cameras and automatic systems for
detecting traffic jams and accidents continuously provide
information to the central control system. Control is via a
SCADA system. Responsibility for control and regulation
lies with the tunnel builders, who integrate their systems
into local control units. These decentralized units are in
constant communication with the regional traffic man-
agement centers, which monitor the 24/7 operation of
the tunnel facilities.
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INTEGRATION

FIRST FIELD STUDY WITH OPC UA:

TUNNEL IN CARINTHIA AS A PILOT PROJECT

The collaboration with evon and the introduction of OPC
UA date back to 2016. The communication standard
had already been applied in earlier plant projects. evon
implemented the control and visualization system. The
first dedicated use case for testing and evaluating the

OPC UA communication standard was the integration of
a tunnel chain with four technical facilities in the Klagen-
furt am Worthersee region. This pilot assessed its suit-
ability for widespread use in tunnel monitoring.

COMPARISON OF OPC UA WITH OTHER
TELECONTROL PROTOCOLS

The decision to roll out OPC UA in full was made after an
evaluation phase in which OPC UA was compared with
the IEC 60870-5-104 and IEC 61850 telecontrol proto-
cols. The decisive factors were, in particular, the continu-
ous further development of OPC UA and the structured
possibilities for object-oriented data modeling. Since
2016, OPC UA has become the standard protocol for
data integration at ASFINAG. The positive experiences
from the pilot project in Carinthia and the successful
scaling from an initial 50,000 to around 6.5 million data
points confirmed the technical and strategic decision.
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SCADA overview of the
Vosendorf Tunnel (S1)
between the Vésendorf
and Schwechat inter-
changes—signals, lanes,
and safety systems at a
glance.

© evon GmbH.
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HOW ASFINAG USES OPC UA
OPC UA is used at ASFINAG as the central communica-
tion protocol to network control systems, sensors, and
safety devices across systems in a secure and interoper-
able manner. Standardized data modeling and manufac-
turer-independent communication provide a clear ad-
vantage for tunnel operation. OPC UA connects different
systems and thus supports the monitoring and control of
tunnel facilities. The system is supplemented by the
XAMControl platform from evon. The platform handles
data aggregation and visualization.

REDUNDANCY IS MANDATORY FOR TUNNEL
MONITORING SYSTEMS

The tunnel systems are connected to the monitoring sys-
tems via OPC UA. Thanks to standardized data model-
ing, systems from different manufacturers can be inte-
grated and monitored centrally. This provides operators
in traffic management centers with precise information
on operating conditions, malfunctions, and maintenance
requirements.
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OPC UA integration covers a wide range of system
types. These include ventilation and lighting systems, fire
alarm systems with sensors, emergency call systems
with SOS buttons and monitors, traffic control systems,
energy and video surveillance, and fire extinguishing sys-
tems. Transformers, switching states, and automatic cir-
cuit breakers in energy technology are also integrated.
However, water protection, firefighting water, and ventila-
tion systems are not yet connected across the board.
For historical reasons OPC UA Data Access is used to
transmit fault and alarm messages, sensor values, oper-
ating and diagnostic data, and control commands. This
function can be used to monitor switching states, query
maintenance cycles, or change operating modes in a
targeted manner. The underlying data models are based
on the ASFINAG object catalog, which was created dur-
ing the implementation of the first projects and is con-
stantly being expanded. This standardized modeling en-
sures consistent processing of all relevant data within the
tunnel infrastructure.

IT SECURITY AND INTEGRATION:

OBJECT MODELING

Tunnel systems in Austria are subject to strict IT security
requirements. OPC UA supports various authentication
methods, such as user password models and certifi-
cate-based authentication, enabling these requirements
to be implemented. These mechanisms serve to control
access to the systems and protect against external at-
tacks.

In addition to security-related aspects, object-oriented
data modeling plays a central role in the integration of
tunnel technology. System components are integrated
using a predefined object catalog, which ensures a uni-
form structure and representation of the transmitted
data. OPC UA Data Access is currently the main imple-
mentation method, while other functions of the protocol
stack, such as method calls or direct access to archive
and alarm data, are not yet in use. Standardized model-

ASFINAG Traffic Management
Center Vienna.
© ASFINAG

ing facilitates the integration of technical systems and
enables consistent visualization of operating states in the
monitoring systems. This reduces the effort required for
engineering processes, which in turn frees up more re-
sources for testing and quality assurance.

UNIFORM DATA STRUCTURE FOR

DIVERSE STAKEHOLDERS

A key advantage of OPC UA is its standardized and
clearly understandable data structure. Different contrac-
tors and system manufacturers supply data in a uniform-
ly modeled form, enabling consistent monitoring. ASFI-
NAG operates the central monitoring system, into which
all systems must be integrated before acceptance, and
does not act as an intermediary.

All data — currently around 6.5 million data points — con-
verge on a redundant server in Vienna. From there, they
are additionally distributed to nine regional traffic man-
agement centers. This decentralized architecture en-
sures reliability and enables so-called self-sufficient op-
eration: if the connection to the headquarters in Vienna is
interrupted, operations within the respective region can
be maintained independently. Nevertheless, decision-
making processes remain centrally organized, as all op-
erational processes are controlled via the main server in
Vienna. The regional servers ensure operational capabil-
ity in the event of a malfunction. This combination of cen-
tral control and regional backup strengthens the opera-
tional reliability of the tunnel infrastructure.

HOW EXACTLY ARE THE SYSTEMS CONNECTED
WITH OPC UA?

To ensure operational reliability when connecting tunnel
systems, the connections between the regional traffic
management centers and the tunnel systems are always
designed to be redundant. By using the redundancy
mechanism of OPC UA—in particular by reading the re-
dundancy status via the “ServicelLevel” variable—the
status of each communication counterpart can be pre-
cisely evaluated. The ServicelLevel value is partitioned
into defined ranges that indicate data-source health and
server load, not a general operating status. In OPC UA
redundancy scenarios, both servers and clients use this
information: servers expose ServicelLevel, and clients
use the redundancy mechanisms for load balancing and
failover.



ASFINAG IN FACTS AND FIGURES (AS OF

2024)

— Investments: €1.519 billion in transport infrastruc-
ture

— Toll network: 2,266 km of motorways & express-
ways

Incremental scaling of the tunnel
infrastructure with OPC UA

Main infrastructure

— 5,862 bridges

— 170 tunnels

— 6 toll stations

— 9 traffic management centers

— 483 motorway maintenance depots
— 385 junctions

“OPC UA is our backbone fﬁ

Supplementary infrastructure
— 87 service stations

— 59 rest areas

— 106 parking lots

- 10,375 truck parking spaces
— 72 park-and-ride facilities

secure authentication, clear
vendor-independent integra
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A milestone was reached with the commissioning of the
last traffic management center in Hohenems in May
2025. However, further integration steps are still to
come, as each tunnel facility is renovated every ten years
and then reconnected. The number of sensors and safe-
ty components is continuously increasing. Although this
continuous expansion no longer leads to exponential
growth in OPC UA data points, it does allow the system
landscape to continue to grow gradually.

FUTURE: CONDITION MONITORING IN TUNNEL
OPERATION WITH OPC UA

Condition monitoring is playing an increasingly important
role in tunnel operation, especially in the continuous eval-
uation of sensor data. Currently, this data is often still
collected via analog signals or external third-party sys-
tems that use protocols other than OPC UA. OPC UA
has already been successfully introduced between tun-
nel control and the monitoring center. In the long term,
ASFINAG aims to gradually standardize the connection
of these external systems via OPC UA as well. The expe-
rience gained in the main system to date is now to be
transferred to the area of condition monitoring in order to
create a uniform and interoperable database for the en-
tire tunnel operation.
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MAJOR TUNNEL PROJECTS IN AUSTRIA

ASFINAG is currently working on several major tunnel
projects in Austria. These include the Golling—Werfen
tunnel chain on the A10, which consists of five tunnels.
The renovation of this tunnel chain was completed in
June 2025. Renovation work on the Tauern and Katsch-
berg tunnels is then on the agenda.

Another project is the construction of the second tube of
the Karawanken Tunnel on the A11. This tunnel will con-
nect Austria with Slovenia. Completion of the new east
tube is planned for spring 2026. The existing tube will
then be completely renovated so that both tubes can go
into operation in summer 2028 as planned.

A2 Bettlerkreuz -
© SPIE Austria.

Several tunnel sections on the A26 Linz motorway are
being renovated. The Danube Valley Bridge was com-
pleted in 2024, the Freinberg Tunnel will follow in 2026,
and completion is planned for 2032. The subsequent
construction of the West Bridge will be completed in
2035.

Another major project is the complete renovation of the
section between Haiming and the Roppener Tunnel on
the A12. Investments of over seven billion euros are
planned for this project by 2027.
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